Erwin Bakker

Van: MailChimp Legal Team <dpa@mailchimp.com>
Verzonden: dinsdag 17 april 2018 10:56

Aan: Erwin Bakker

Onderwerp: MailChimp Data Processing Addendum

Customer EU Data Processing Addendum

This Data Processing AddendunDPA"), forms part of the Agreement between The Ro8aé¢nce
Group LLC d/b/a MailChimp (MailChimp ") and Promidata B.V. Customer") and shall be effective on
the date both parties execute this DIEA€ctive Date"). All capitalized terms not defined in this DPAadl
have the meanings set forth in the Agreement.

1. Definitions

"Affiliate " means an entity that directly or indirec@pntrols, is Controlled by or is under common Cok
with an entity.

"Agreement' means MailChimp’s Terms of Use, which governphevision of the Services to Customer,
as such terms may be updated by MailChimp from tortene.

"Control" means an ownership, voting or similar intereptesenting fifty percent (50%) or more of the
total interests then outstanding of the entityuestion. The termControlled" shall be construed
accordingly.

"Customer Datd' means any Personal Data that MailChimp processdmhalf of Customer as a Data
Processor in the course of providing Services, @a®rparticularly described in this DPA.

"Data Protection Laws' means all data protection and privacy laws applie to the processing of
Personal Data under the Agreement, including, whppdicable, EU Data Protection Law.

"Data Controller" means an entity that determines the purposesrmaams of the processing of Personal
Data.

"Data Processof means an entity that processes Personal Datelwalflof a Data Controller.

"EU Data Protection Law' means (i) prior to 25 May 2018, Directive 95/46/Ef the European
Parliament and of the Council on the protectiomdifviduals with regard to the processing of Peaton
Data and on the free movement of such ddd&€cttive") and on and after 25 May 2018, Regulation
2016/679 of the European Parliament and of the €iban the protection of natural persons with reigar
the processing of Personal Data and on the freeement of such data (General Data Protection
Regulation) (GDPR"); and (ii) Directive 2002/58/EC concerning th@pessing of Personal Data and the
protection of privacy in the electronic communioas sector and applicable national implementatodris
(as may be amended, superseded or replaced).

"EEA" means, for the purposes of this DPA, the Eurofg@onomic Area, United Kingdom and
Switzerland.

"Group" means any and all Affiliates that are part ofeauity's corporate group.

"Personal Datd means any information relating to an identifieddentifiable natural person.
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"Privacy Shield' means the EU-U.S. Privacy Shield and Swiss-UrlyaPy Shield Framework self-
certification program operated by the U.S. Depantineé Commerce and approved by the European
Commission pursuant to Decision C(2016)4176 ofulg 4016 and by the Swiss Federal Council on
January 11, 2017 respectively.

"Privacy Shield Principles' means the Privacy Shield Principles (as suppléetey the Supplemental
Principles) contained in Annex Il to the Europeaminission Decision C(2016)4176 of 12 July 2016 (as
may be amended, superseded or replaced).

"Processing has the meaning given to it in the GDPR apibtess, "processe$and 'processed shall be
interpreted accordingly.

"Security Incident" means any unauthorized or unlawful breach of sgcthat leads to the accidental or
unlawful destruction, loss, alteration, unauthadinésclosure of or access to Customer Data.

"Service$ means any product or service provided by MailQhim Customer pursuant to the Agreement.

"Sub-processot means any Data Processor engaged by MailChinitp aiffiliates to assist in fulfilling its
obligations with respect to providing the Servipessuant to the Agreement or this DPA. Sub-progssso
may include third parties or members of the Mail@hiGroup.

2. Relationship with the Agreement

2.1 The parties agree that DPA shall replace arstieg DPA the parties may have previously entenéal
in connection with the Services.

2.2 Except for the changes made by this DPA, thee&gent remains unchanged and in full force and
effect. If there is any conflict between this DPAdahe Agreement, this DPA shall prevail to theeexbf
that conflict.

2.3 Any claims brought under or in connection witls DPA shall be subject to the terms and conaitjo
including but not limited to, the exclusions armditations set forth in the Agreement.

2.4 Any claims against MailChimp or its Affiliatesider this DPA shall be brought solely againstethigty
that is a party to the Agreement. In no event sdrall party limit its liability with respect to anmydividual's
data protection rights under this DPA or otherwiSestomer further agrees that any regulatory piesalt
incurred by MailChimp in relation to the Customeat®that arise as a result of, or in connectioh wit
Customer’s failure to comply with its obligationsder this DPA or any applicable Data Protection aw
shall count toward and reduce MailChimp’s liabiktgder the Agreement as if it were liability to the
Customer under the Agreement.

2.5 No one other than a party to this DPA, its sssors and permitted assignees shall have anytoight
enforce any of its terms.

2.6 This DPA shall be governed by and construeataordance with governing law and jurisdiction
provisions in the Agreement, unless required oty applicable Data Protection Laws.

3. Scope and Applicability of this DPA

3.1 This DPA applies where and only to the exteat MailChimp processes Customer Data that origsat
from the EEA and/or that is otherwise subject to[Bdfa Protection Law on behalf of Customer as Data
Processor in the course of providing Services fansto the Agreement.



3.2 Part A (being Section 4 — 8 (inclusive) of tbBA, as well as Annexes A and B of this DPA) shall
apply to the processing of Customer Data withinsit@pe of this DPA from the Effective Date.

3.3 Part B (being Sections 9-12 (inclusive) of bRA) shall apply to the processing of CustomeraDat
within the scope of the DPA from and including 28thy 2018. For the avoidance of doubt, Part B shall
apply in addition to, and not in substitution ftire terms in Part A.

Part A: General Data Protection Obligations

4. Roles and Scope of Processing

4.1Role of the Parties As between MailChimp and Customer, Customeredhta Controller of
Customer Data, and MailChimp shall process Custddada only as a Data Processor acting on behalf of
Customer.

4.2.Customer Processing of Customer DataCustomer agrees that (i) it shall comply withakdigations
as a Data Controller under Data Protection Laws$pect of its processing of Customer Data and any
processing instructions it issues to MailChimp; &ndt has provided notice and obtained (or sloditain)

all consents and rights necessary under Data Riatdaws for MailChimp to process Customer Datd an
provide the Services pursuant to the Agreementl@sdPA.

4.3MailChimp Processing of Customer Data MailChimp shall process Customer Data only fa th
purposes described in this DPA and only in accardavith Customer’s documented lawful instructions.
The parties agree that this DPA and fkgreement set out the Customer’s complete amadl ifistructions t
MailChimp in relation to the processing of CustorBata and processing outside the scope of these
instructions (if any) shall require prior writtegraement between Customer and MailChimp.

4.4 Details of Data Processing
(a) Subject matter: The subject matter of the gataessing under this DPA is the Customer Data.

(b) Duration: As between MailChimp and Customee, diaration of the data processing under this DPA is
until the termination of the Agreement in accordanath its terms.

(c) Purpose: The purpose of the data processingruhis DPA is the provision of the Services to the
Customer and the performance of MailChimp's ohloget under the Agreement (including this DPA) or as
otherwise agreed by the parties.

(d) Nature of the processing: MailChimp providesamail service, automation and marketing platfond a
other related services, as described in the Agreeme

(e) Categories of data subjects: Any individualessing and/or using the Services through the Custem
account (Users'); and any individual: (i) whose email addressiduded in the Customer's Distribution
List; (ii) whose information is stored on or colled via the Services, or (iii) to whom Users sem#gs or
otherwise engage or communicate with via the Sesvfcollectively, Subscribers).

(f) Types of Customer Data:

« (i) Customer and Users: identification and contlath (name, address, title, contact details,
username); financial information (credit card detaccount details, payment information);
employment details (employer, job title, geograpgbeation, area of responsibility);

o (i) Subscribers: identification and contact datarGe, date of birth, gender, general, occupation or
other demographic information, address, title, aohtletails, including email address), personal
interests or preferences (including purchase histoarketing preferences and publically available
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social media profile information); IT informatiotP(addresses, usage data, cookies data, online
navigation data, location data, browser data)nfone information (credit card details, account
details, payment information).

4.5 Notwithstanding anything to the contrary in &greement (including this DPA), Customer
acknowledges that MailChimp shall have a rightde and disclose data relating to the operatiom@tip
and/or use of the Services for its legitimate bessnpurposes, such as billing, account management,
technical support, product development and saldsrarketing. To the extent any such data is consitle
Personal Data under Data Protection Laws, MailChsrtpe Data Controller of such data and accorging|
shall process such data in accordance witiviagChimp Privacy Policyand Data Protection Laws.

4.6 Tracking Technologies Customer acknowledges that in connection withpéméormance of the
Services, MailChimp employs the use of cookiesgueaiidentifiers, web beacons and similar tracking
technologies (Tracking Technologies$). Customer shall maintain appropriate notice,semt, opt-in and
opt-out mechanisms as are required by Data Protetaws to enable MailChimp to deploy Tracking
Technologies lawfully on, and collect data frone tlevices of Subscribers (defined below) in acaurda
with and as described in tiMailChimp Cookie Statement

5. Subprocessing

5.1 Authorized Sub-processors Customer agrees that MailChimp may engage Sutepsors to process
Customer Data on Customer's behalf. The Sub-prorsesarrently engaged by MailChimp and authorized
by Customer are listed linnex A.

5.2 Sub-processor ObligationsMailChimp shall: (i) enter into a written agreemevith the Sulprocesso
imposing data protection terms that require the-@alcessor to protect the Customer Data to thelatan
required by Data Protection Laws; and (ii) rema&sponsible for its compliance with the obligatiofshis
DPA and for any acts or omissions of the Sub-pmmethat cause MailChimp to breach any of its
obligations under this DPA.

6. Security

6.1 Security Measures MailChimp shall implement and maintain approgiggchnical and organizational
security measures to protect Customer Data fromr@8gdncidents and to preserve the security and
confidentiality of the Customer Data, in accordamith MailChimp's security standards described in
Annex B ("Security Measures).

6.2 Updates to Security MeasuresCustomer is responsible for reviewing the infalioramade available

by MailChimp relating to data security and makimgradependent determination as to whether the &3
meet Customer’s requirements and legal obligatiomer Data Protection Laws. Customer acknowledges
that the Security Measures are subject to techpicagress and development and that MailChimp may
update or modify the Security Measures from timene provided that such updates and modificatams
not result in the degradation of the overall sdgwof the Services purchased by the Customer.

6.3 Customer Responsibilities Notwithstanding the above, Customer agrees tteEpe as provided by
this DPA, Customer is responsible for its secueeafdhe Services, including securing its account
authentication credentials, protecting the secuwft@ustomer Data when in transit to and from thevises
and taking any appropriate steps to securely enhornypackup any Customer Data uploaded to the Sesvi

7. Security Reports and Audits

7.1 Customer acknowledges that MailChimp is redyandited against SSAE 16 and PCI standards by
independent third party auditors and internal awdjtrespectively. Upon request, MailChimp shatigy
(on a confidential basis) a summary copy of itsitaiggbort(s) (Report™) to Customer, so that Customer
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can verify MailChimp's compliance with the audarsiards against which it has been assessed, and thi
DPA.

7.2 MailChimp shall also provide written respong&s a confidential basis) to all reasonable recufest
information made by Customer, including responeasformation security and audit questionnaires tha
are necessary to confirm MailChimp's compliancdathis DPA, provided that Customer shall not exs&ci
this right more than once per year.

8. International Transfers

8.1Data center locations MailChimp may transfer and process Customer Batavhere in the world
where MailChimp, its Affiliates or its Sub-processonaintain data processing operatidviailChimp shall
at all times provide an adequate level of protectar the Customer Data processed, in accordanitetiag
requirements of Data Protection Laws.

8.2Privacy Shield. To the extent that MailChimp processes any Custddata protected by EU Data
Protection Law under the Agreement and/or thatimaigs from the EEA, in a country that has not been
designated by the European Commission or Swissr&eldata Protection Authority (as applicable) as
providing an adequate level of protection for Peed®ata, the parties acknowledge that MailChimgdish
be deemed to provide adequate protection (wittemtleaning of EU Data Protection Law) for any such
Customer Data by virtue of having self-certifieslgompliance with Privacy Shield. MailChimp agrézs
protect such Personal Data in accordance withepeirements of the Privacy Shield Principles. If
MailChimp is unable to comply with this requiremeliiailChimp shall inform Customer.

8.3 Alternative Transfer Mechanism. The parties agree that the data export solutlentified in Section
8.2 shall not apply if and to the extent that M&il@p adopts an alternative data export solutiortHer
lawful transfer of Personal Data (as recognizeceuiid) Data Protection Laws) outside of the EEA
(“Alternative Transfer Mechanism”), in which event, the Alternative Transfer Meckgm shall apply
instead (but only to the extent such Alternativanifer Mechanism extends to the territories to whic
Personal Data is transferred).

Part B: GDPR Obligations from 25 May 2018

9. Additional Security

9.1 Confidentiality of processing MailChimp shall ensure that any person who isatized by
MailChimp to process Customer Data (including tedfsagents and subcontractors) shall be under an
appropriate obligation of confidentiality (whetheecontractual or statutory duty).

9.2 Security Incident ResponseUpon becoming aware of a Security Incident, Miit@p shall notify
Customer without undue delay and shall provide lynrgormation relating to the Security Incidentias
becomes known or as is reasonably requested bypi@ast

10. Changes to Sub-processors

10.1 MailChimp shall (i) provide an up-to-date ligtthe Sub-processors it has appointed upon writte
request from Customer; and (ii) notify Customer (fhich email shall suffice) if it adds or remov@sb-
processors at least 10 days prior to any such @sang

10.2 Customer may object in writing to MailChimpigpointment of a new Sub-processor within five (5)
calendar days of such notice, provided that su¢ectibn is based on reasonable grounds relatinigte
protection. In such event, the parties shall dissugh concerns in good faith with a view to acimigv



resolution. If this is not possible, Customer magpend or terminate the Agreement (without prejittic
any fees incurred by Customer prior to suspensigarmination).

11. Return or Deletion of Data

11.1 Upon termination or expiration of the Agreem&mailChimp shall (at Customer's election) delete
return to Customer all Customer Data (includingiespin its possession or control, save that this
requirement shall not apply to the extent MailChisipequired by applicable law to retain some bofl
the Customer Data, or to Customer Data it has aedhdbn back-up systems, which Customer Data
MailChimp shall securely isolate and protect fromy éurther processing, except to the extent reque
applicable law.

12. Cooperation

12.1 The Services provide Customer with a numbepafrols that Customer may use to retrieve, cgrrec
delete or restrict Customer Data, which Customey ns& to assist it in connection with its obligago
under the GDPR, including its obligations relatingesponding to requests from data subjects dicaybe
data protection authorities. To the extent thatt@usr is unable to independently access the retevan
Customer Data within the Services, MailChimp sfatiCustomer's expense) provide reasonable
cooperation to assist Customer to respond to aquyests from individuals or applicable data protecti
authorities relating to the processing of Pers@ah under the Agreement. In the event that anly suc
request is made directly to MailChimp, MailChimgaBmot respond to such communication directly
without Customer's prior authorization, unless lggaompelled to do so. If MailChimp is required to
respond to such a request, MailChimp shall prompublyfy Customer and provide it with a copy of the
request unless legally prohibited from doing so.

12.2 If a law enforcement agency sends MailChindermand for Customer Data (for example, through a
subpoena or court order), MailChimp shall atteropedirect the law enforcement agency to request th
data directly from Customer. As part of this effdailChimp may provide Customer’s basic contact
information to the law enforcement agency. If cotigokto disclose Customer Data to a law enforcement
agency, then MailChimp shall give Customer reaskenabtice of the demand to allow Customer to seek a
protective order or other appropriate remedy unkasChimp is legally prohibited from doing so.

12.3 To the extent MailChimp is required under EatdProtection Law, MailChimp shall (at Customer's
expense) provide reasonably requested informagéigarding the Services to enable the Customer tg car

out data protection impact assessments or prigutations with data protection authorities as neglby
law.

IN WITNESS WHEREOF, the parties have caused thi8 BPbe executed by their authorized
representative:

The Rocket Science Group LLC d/b/a MailChimp

By:



Name: Daniel Kurzius
Title: CCO/Co-founder
Date: April 17, 2018

Promidata B.V.

Name: Erwin Bakker
Title: CEO
Date: April 17, 2018

Annex A - List of MailChimp Sub-processors

MailChimp uses its Affiliates and a range of tharty Sub-processors to assist it in providingSkevices
(as described in the Agreement). These Sub-proessbout below provide cloud hosting and storage
services; content delivery and review servicegsassproviding customer support; as well as iecitd
tracking, response, diagnosis and resolution sesvic

Entity Name Corporate Location

Akamai Massachusetts, USA
Amazon Washington, USA
E-Hawk New York, USA

El Camino California, USA
Google California, USA
Neustar Virginia, USA

R.R. Donnelleyllinois, USA

TaskUs Texas, USA
Zendesk California, USA

Annex B — Security Measures

The Security Measures applicable to the Serviceslescribed herattps://mailchimp.com/about/security/
(as updated from time to time in accordance witttiSe 6.2 of this DPA).




